WaiMacWire Issue 23 - February 2007

— WaiMacWire

WaiMac Newsletter of the W aikato Macintosh Society

Last Month’s Meeting
Tuesday 23 January — eyeTV video recorder for Mac - Alistair

eyeTV, not to be confused with Apple TV, is a third party digital video r ecorder that turns your
Mac into a TV receiver and recorder. Users can conbgue it to receive most N.Z. stations,
and record their output to the har d drive of the machine The recording may be edited (re-
move the ads) and burnt to a CD or a DVD.

Alistair made an excellent job of showing us over this pr oduct, His pr esentation was punc-
tuated by examples and he produced the makers reference guide and a CD with some more
examples. | was interested because I0m keen to see devices that watch TV for me.

Apple TV was also briel3y covered, but seems at brst glance to be a poar offering with se -
vere limitations.

EyeTV: http://www.elgato.com/index.php?file=products_eyetvmain

Apple TV: http://www.apple.com/nz/appletv/
Thanks Alistair .

Next Month’s Meeting
Tuesday 27 February — Our speaker was to have been Mark Blackwell, from Tech-
niq, but this is now in doubt. Instead, Arian has proposed a Troubleshooting and
Q&A
Bring in your troubled (or troubling) Mac and the collective wisdom of the group can probably help
you out. If you have a curly question about some particular application, someone else probably has
the answer. And, believe it or not, you may have the answer to someone else's question! Complete be-
ginners are very welcome -- there's no such thing as a silly question.

Also, if you have a nifty doodad that you think others might like, bring it along.

So join us for a bit of caring and sharing -- what the Mac community is often so good at!

President's Download It seems | have put off writing this column for a
week or so and | have just figured out why. Be-
Hi everyone, yond the busyness of trying to achieve work/life
balance (not sure | like that term), | think | am
Happy New Year! We're a long way into it al- also harbouring significant disappointment at
ready, it seems. May 2007 bring you many bless- what transpired at the MacWorld keynote.
ings.

Steve Jobs announced a product that had already
been announced months earlier -- the Apple TV
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-- and a product that had been rumoured for
who knows how long -- the iPhone -- and it
won't make its way to NZ till at least 2008 (the
announced availability for Asia, of which we
may not even be considered a part). And that
was it. Hmm.

The iPhone may be a spectacular device (who
can really tell at this stage?) but let's wait (and
wait and wait) and see.

The Apple TV (what was wrong with calling it
iTV? Yet another trademark lawsuit might have
ensued, | guess) is an interesting notion, but why
not put a TV tuner (or two) in it and a really ca-
pacious hard disk so that it can compete with all
the digital video recorders on the market? Apple
could make the world's first easy-to-use inter-
face for recording from TV -- that'd be a boon
for all those people whose VCRs are still flashing
'0:00'"! We don't want more devices; we want
smarter devices that can displace several we al-
ready have (like the iPhone, as it happens --
that's on the right track, being an iPod and PDA
as well as a phone).

Anyway, enough whining. | have had a couple of
other experiences lately that reinforce my re-
spect for Apple and the Mac.

My mother's Windows XP PC was limping along
with only 256MB of memory (Mac OS X can't
really shine on that little either) so my brother
installed a TGB memory module for her birthday
(loving son that he is) alongside the 256MB one.
Over the next week, the PC proceeded to crash
with the 'blue-screen of death' a few times a
day, along with other freezes and bizarre behav-
iour. After a whole bunch of troubleshooting
steps, | decided to remove the new memory as a
diagnostic step. The PC was much more stable
(but a lot slower again) without the extra mem-
ory. A week later, we swapped the old memory
for the new and the computer remained stable
(and a lot faster). Diagnosis: some sort of timing
conflict/incompatibility between the two mem-

ory modules, even though both were the right
type for that computer. Sigh.

| ended up with a 'spare' Pentium PC and de-
cided to have a go at installing Linux on it, just
to see what it was like. Being a bit of a cheap-
skate, I didn't want to spend $10 at Dick Smith
buying the latest version of Ubuntu Linux (which
can run on Macs, by the way) so | decided to do
an 'over the wire' installation. This involves
downloading a smallish disk image file, burning
itto CD (I used a free Mac program called Burn
to do this -- it worked flawlessly), and using it to
start the installation on the PC. Did it work?
Nope. Ubuntu didn't seem to recognise the
video card in the PC, although it was a big-
brand mainstream business PC. Sigh. | also tried
Fedora over the wire (kept failing and restarting
the download) and OpenSuse (kept asking me to
tell it where the swap space -- why should | have
to know or care?).

So, we should all be glad that Apple puts a
friendly face on top of a very solid Unix-based
system. Those who do wish to know and care
about the underlying elements can get at them
through all the usual Unix 'power tools' but
mere mortals can just get on with what they
want to do!

One more thing: following on from the presenta-
tions a while back about disaster recovery (and
prevention), we have a new book in the WaiMac
library (courtesy of Peachpit Press), called 'Mac
Maintenance and Backups'.* It's a fairly slim
volume in an easy-to-read style, so check it out
if you want to keep your Mac healthy and sleep
soundly at night, knowing all those precious
photos, movies, and documents are well looked
after.

Have a happy Mac,
Arian

* | have a copy of this book in school and it(3
proving invaluable - BrianB
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Windows Vista - launched

A week or so ago N.Z. was the first country in
the world to participate in the launch of Micro-
soft's new generation of Windows - Vista.

| was amused to hear an ‘IT guru” on the Na-
tional Programme listing its exciting new fea-
tures. As he did, | was comparing them with Ti-
ger. My thoughts were ‘got that’, ‘had that for
years’, been able to do that for yonks’ etc.. As to
the desktop, if | were Steve Jobs I'd be reaching
for my lawyers.

BrianB

Download Skype for Mac

At this WWW site users can download Skpe
software to enable your Mac as an Internet
phone*.

http://skype.com/download/skype/macosx/

* But, if your Mac has no built in microphone,
like the Mini, be prepared to buy a USB model
for $60 approx.

Now one for the experimenters among
us.

Mark ran across this add-on for
iTunes or iCal - it lists concerts by
artists in your collection [not much

— DAsSBooOT

-

Do you have a shiny new flash drive, or multi
use storage device in your pocket 2 Now you
can turn it into a Mac OS X diagnostic, repair,
and maintenance tool. DasBoot allows you to
take any third party boot CD (such as those
shipped by SubRosaSoft.com Inc., Prosoft Engi-
neering Inc., Alsoft Inc., or Micromat Inc.) and
quickly create a bootable diagnostic device that
contains any of your own utilities you may wish
to install.

http://www.subrosasoft.com/OSXSoftware/index.

php?main_page=product_info&cPath=200&prod
ucts_id=193

You can use your device to boot and repair Mac
OS X computers* as needed without erasing it
and taking away your ability to use it for other
purposes such as playing music, or watching
videos. With the help of DasBoot™ you get to
carry all the tools
you'll need with
you. But unlike

DAsSBoOOT

use in Hamilton, though].

www.iconcertcal.com/

Fom its FAQ: iConcertCal searches
the web to find the concerts of bands

expensive third
party alternatives,
you'll have plenty
of space left over
in case you need
to recover data.

in your library. We are continually
working on adding more sources for
smaller websites in local areas to the iConcert-
Cal search. We want to make this plug-in as ac-
curate and powerful as possible so if you have a
suggestion for a reliable concert website in your
area, let us know about it and we can try to add
it to the list of sites that the plug-in searches.
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COMPUTER SECURITY: WHO'S RESPONSIBLE?

by John O'Fallon john@maxum.com

"Security alert! A vulnerability in Mac OS X HTT Protocol handling makes possible denial of service
attacks and arbitrary code execution."

"Oh no," you think. "This sounds bad. Is my Mac unsafe? Worse yet, is my entire network at risk?"

The reality is that "safe" is a relative term, both in the real world and on the Internet. Is it safe to get in
your car and drive to the QuickieMart? Modern cars have seat belts (they didn't always), crumple
zones, and airbags, but they don't guarantee that you won't be injured in a crash. Over time, the addi-
tion of these features has made cars incrementally safer, but their level of safety is still relative. You
can't point to one car and say, "That one is absolutely safe, and that one absolutely isn't."

The same is true of computers and networks. An online banking site is expected to be more secure
than the average Britney Spears fan blog, but the reality is that both are probably reasonably difficult to
hack, even for a technically savvy user. But at the same time, both are potentially vulnerable to a mali-
cious cracker.

The problem with security bulletins (well, one of the problems, anyway) is that they tend to redirect
our attention to arcane technical details and away from common sense precautions. In most cases,
there is greater risk of "social" security breaches than technical ones. Have you ever written down a
password on a Post-it and stuck it to your monitor? Have you ever had users share a user account
name and password, or sent passwords via normal email? These are potentially much greater threats to
your security than the vast majority of vulnerabilities that could - in theory - be exploited to assault
your network.

Another problem is that Internet security advisories can be hard to understand, sometimes even for
well-trained network and system administrators. Often this is because the problem being reported is so
obscure and technical that only a specialist could understand or respond to it. So, while this fact
makes it difficult for many of us to determine the severity of a problem, or whether or not it even ap-
plies to our situations, it is more important to realize that more practical, almost intuitive issues gener-
ally pose a more significant threat to your network security.

Most of us make the choice to drive cars because the benefit outweighs the risk. We connect our com-
puters to the Internet for the same reason. We do our best to manage the risk, of course, but ultimately
the responsibility is ours. Software vendors have a responsibility to provide software that is fundamen-
tally stable and secure, of course, but just like a car, it is up to the end user to use the software respon-
sibly.

If a car accelerates through the back of some poor guy's garage when he hits the brakes, or a gas tank
explodes when a Ford Pinto is rear-ended, the public rightly expects the company responsible to cor-
rect the problem. But the vast majority of accidents can be attributed to drivers, other cars on the road,
or conditions outside of anyone's control, not to fundamental flaws in the engineering of the cars.
Again, the analogy applies to computers and networks; most real-world security vulnerabilities could
be addressed by users applying basic security measures.

Practical Precautions -- Here are five easy examples of the common-sense precautions I'm talking
about:

1.Secure physical access to your computers and crucial network devices. The ultimate "denial of serv-
ice" attack may just be someone walking in, unplugging your Mac, and stealing it.
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2.Assign passwords that are non-trivial and difficult to guess, without being hard to remember. Trivial
passwords ("abc123", "admin", "test", etc.) are commonly guessed by port sniffing robots, and definitely
need to be avoided. At the same time, while long sequences of random characters might seem more
secure, these passwords essentially force users to write them down for handy reference. [For real-world
advice on how to maintain a set of memorable and secure passwords, check out Joe Kissell's "Take
Control of Passwords in Mac OS X." -Adam]

3.When setting up network services, don't share user accounts among users. When more than one per-
son uses the same user account, they not only automatically have access to the same content and serv-
ices, but your ability to track activity is severely limited. Should you ever need to review activity logs
for some reason, there may be no way to tell one user from another.

4.Minimize the number of applications running, and use software only from trusted sources. Many po-
tential attacks aren't launched against a single application, but rather make use of multiple applica-
tions in conjunction with one another. By eliminating unnecessary applications, and avoiding software
from dubious sources, you can minimize the chance that a small flaw in one program can be turned
into a big hole in your system.

5.When setting up a normal desktop Mac, a server, or your network, turn on and properly configure
the firewall (which is built into Mac OS X and most modern routers). While it may take a few extra
minutes, this is time well-spent, even when security isn't a primary concern. It is shocking how much
malicious traffic is on the Internet. Much of this traffic is more annoying than actually dangerous for
Mac users, but your first defense against email harvesting robots, virus-spread port scanners, and worse
is a properly deployed firewall.

This list is far from complete, but the general idea is that common sense precautions on both individ-
ual Macs, servers, and network devices is far more important to the security of your key systems than
the arcane "vulnerabilities" reported on the Internet.

When cars first began to be used widely, their limited top speed minimized the risk of driving them. As
they have become more powerful, and the roads have become more congested, the risks have in-
creased and drivers have had to exercise more skill and care to get around safely. Similarly, as we in-
creasingly rely on universally available and networked computer systems, and as ever more critical
information is kept on these systems, we must be better about basic precautions, spending our time on
them, rather than on worrying about the latest possible exploit.

Airbags are a great safety feature, but you still need to pay attention to the road.
This article reprinted from TidBITS. TidBITS has offered more than ten years of thoughtful commentary

on Macintosh and Internet topics. For free email subscriptions and access to the entire TidBITS archive,
visit www.tidbits.com.

Mark Shroder has compiled this selec- A licence to run the software on three separate
tion from Macworld UK. Macs costs $49.95. It can sync Address Book
contacts, iCal tasks and events, Safari book-
http://www.macworld.co.uk/news/ marks, Apple Mail settings and filters.
Sync Macs without .Mac - bnny Exans A peer-to-peer application, SyncTogether also
works with Entourage 2004, Mark/Space Note-
SyncTogether will synchronise multiple Macs book, Yojimbo and other applications that sup-
without .Mac. Mark/Space has announced port Mac OS X 10.4's Sync Services. Bonjour is
SyncTogether 1.0, software which synchronises also supported in this release. SyncTogether can

multiple Macs without using .Mac or a server.
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synchronise information between multiple ac-
counts on the same Mac.

Users can choose which Address Book groups
and iCal calendars to sync. Collaboration gets a
boost as users can enable others to update con-
tact information and add agenda items and
schedules to the iCal calendar.

SyncTogether 1.0 requires Mac OS X v10.4.8 or
later.

Freeverse plays six mind games -A new collee
tion of puzzle games for Mac OS X is aailable
now - Jonny Evans

Freeverse has released Big Bang Brain Games for
Mac OS X, a collection of six 3D puzzle games.

"These beautiful 3D puzzle games really raise
the bar for casual games. We're very happy to be
bringing them to Mac OS X before any other
platform," says lan Lynch Smith, president of
Freeverse.

The six titles include Reaction, Sudoku, No-
vaSweeper, Remembrance, Echo and Fallacy. All
six games offer amusing characters and hidden
features.

The games integrate with .Mac, so you can share
your gaming scores with others using Apple's
service.

System requirements: Mac OS X v10.3.9 or later,
600MHz processor or better, 32MB graphics
card (Intel GMA 950 chipsets supported). The
collection costs $29.95.

New Mac 911 Posted to Newsletter Content
Email List

http://www.mugcenter.com/new-mac-911-poste
d-to-newsletter-content-email-list/

A new edition of Christopher Breen's Mac 911
column has been posted to The MUG Center's
Newsletter Content email list. This month,

Chris talks about Mail filters, Dashboard wid-
gets, Microsoft Office Test Drive and Apple-
Works and the Intel Mac, along with a reader tip
on Smart Playlists.

NewerTech® USB 2.0 Universal Drive
Adapter

Features:
e Universal to USB2 Adapter
o ATA/IDE/SATA/ATAPI

e Compatible with any 2.5", 3.5", 5.25" IDE or
SATA device!

e Supports IDE & enhanced IDE 3.5" internal
IDE hard disk

e Supports ATA/ATAPI-6 specification 1.0
e Supports SATA | and SATA I

e USB 2.0 up to 480Mbps transfer speed
e Backwards compatible with USB 1.1

e Plug-and-Play

e Instruction Manual

The NewerTech USB 2.0 Universal Drive
Adapter implements a bridge between one USB
port and one ATA, Serial ATA, or ATAPI based
mass storage device port. The USB 2.0 to IDE
Drive Adapter turns any ATA or SATA drive into a
convenient external drive. Easily transfer files
from computer or notebook, back up files, or
store large file archives on hard drives. The hi-
speed USB interface provides for easy installa-
tion with its Plug and Play design.

Thanks Mark. Enjoy your Wire No. 23.
BrianB
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